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Informatics and Interdisciplinary Cyber Security, Cryptology and

Systems Division Formal Verification of Cryptosystems

We conduct research in cryptology. The cryptology is one of the essential infrastructures that
supports the ICT society. However, it is hard to understand the cryptology because the it is
based on various technical fields such as the information theory, the computation theory and
mathematics, etc. Our aim is to prove the security of the cryptosystems using the computer-
aided formal verification system.

Associate Professor >> In the Future
Hiroyuki Okazaki
Security proofs for cryptographic
He received his Doctor of systems are very important. The
Engineering from Kyoto ultimate objective of our study is to
Institute of Technology. His prove cryptographic the security of
research interests security, systems using computer-aided proof
cryptology, verification. checking systems.
He include formal obtained
Registered Information
Security Specialist (RISS),
No. 018816.
>> Beginnings of my path to >> After Graduation
academla We hope our students will be
| wanted to study theoretical physics, but I'm not engineers who can apply theories and
good at math, so | ended up researching knowledge after they graduate. In
communication technology and computers. I'm not particular, our laboratory is training
interested in security, but I'm working on it because security engineers, who are expected
it's the most difficult issue in the information field. to be in short supply in the future.

Pioneering Fusion Engineering m G |

Uery not attacker (LS[])
ompleting. ..
00 rules inserted. The rule base contains 195 rules. 225 rules in the queue.

00 rules inserted. The rule base contains 330 rules. 127 rules in the queue.

ounif table(DBLOCKS (*indexnl_12921, tailce_12922))/-5000

00 rules inserted. The rule base contains 469 rules. 116 rules in the gueue.
ouni f table (DBLOCKS (n0, tailce 13733)) /-5000

ounif table(DBLOCKS (n1. tailce 13735)) /~5000

ounif table (DBLOCKS (n2, tai|ce_13731)) /-5000

ounif table(DBLOCKS (n3, tailce_13739)) /-5000

ounif table(DBLOCKS (n4, tailce_13741))/-5000

ounif table(DBLOCKS (n5, tailce_13743)) /-5000

ouni f table (DBLOCKS (takusan, tai|ce_13866)) /-5000

00 rules inserted. The rule base contains 555 rules. 155 rules |n the queue.

000 rules inserted. The rule base contains 569 rules. 108 rules in the queue
200 rules inserted. The rule base contains 610 rules. 70 rules in the queue.

tarting query not attacker (ts[])

0al reachable: attacker (ts[]

he attacker has the message con (xor (condocts2 ("M_69782, “M_69798, "M_69817, “M_§
. or (condocts? ("M_69922, “M_69938, “N_69957, “M_69979), “N_69749))) = ts.

trace has been found

ESULT not attacker (ts[1) is false

Computer aided security verification for Block
_cipher modes of operation with model

Experimental environment for side-channel
attacks on loT devices
Joint research with Epson Avasys Corporation
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