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Al 000 GF)O00000000

// 000000

class GF256

{

private:

unsigned char num; // number

public:

GF256 (O {}

GF256 (unsigned char n): num(n) {}
GF256 operator+(const GF256 &b);
GF256 operator*(const GF256 &b);
GF256 operator/(const GF256 &b);
operator int();

};

inline GF256 GF256::operator+(const GF256 &b)
{

return(GF256 (num ~ b.num));

}

GF256 GF256::operator*(const GF256 &b)
{

unsigned char a7b
unsigned char a6b
unsigned char a5b
unsigned char adb
unsigned char a3b
unsigned char a2b
unsigned char alb
unsigned char aOb
unsigned char y0 =
(a0b) ~ (a1b<<1) "~ (a2b<<2) "~ (a3b<<3) ~ (a4b<<4) ~ (abb<<5) ~ (abb<<6) " (a7b<<7);
unsigned char y1 =

(a1b>>7) " (a2b>>6) ~ (a3b>>5) ~ (adb>>4) ~ (a5b>>3) ~ (a6b>>2) ~ (a7b>>1) ;
unsigned char p = y0;

(y1 << 4) & 0x£fO0;

(y1 << 3) & 0xf8;

(y1 << 2) & Oxfc;

(y1 >> 0) & 0xO0f;

(y1 >> 1) & 0x08;

(num & 0x80)7 b.num:
(num & 0x40)? b.num:
(num & 0x20)? b.num:
(num & 0x10)? b.num:
(num & 0x08)?7 b.num:
(num & 0x04)? b.num:
(num & 0x02)? b.num:
(num & 0x01)? b.num:

O OO O0OO0OOOoOOo

)

)

)

o oo oo
L I I

)
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p "= (y1 >> 2) & 0x14;

p "= (y1 >> 3) & 0x04;

p "= (y1 >> 4) & 0x03;

p "= (y1 >> 5) & 0x03;

p "= (y1 >> 6) & 0x01;
return(GF256 (p)) ;

}

GF256 GF256::operator/(const GF256 &b){
unsigned char c[8];

unsigned char e[8];

c[7] = (b.num << 0) ~ (b.num >> 4) ~ (b.num >>
c[6] = (b.num << 1) ~ (b.num >> 3) ~ (b.num >>
c[5] = (b.num << 2) ~ (b.num >> 2) ~ (b.num >>
c[4] = (b.num << 3) ~ (b.num >> 1) ~ (b.num >>
(b.num >> 7);

c[3] = (b.num << 4) ~ (b.num >> 1) ~ (b.num >>
(b.num >> 5);

c[2] = (b.num << 5) ~ (b.num >> 1) ~ (b.num >>
(b.num >> 6);

c[1] = (b.num << 6) ~ (b.num >> 2) ~ (b.num >>
c[0] = (b.num << 7) ~ (b.num >> 1) ~ (b.num >>
(b.num >> 7);

for (int i = 0; i < 8; i++){

e[i] = !"'(num & (1 << i));

}

for (int i = 0; i < 8; i++){

int j;

for (j =i; j <8 & !(c[jl & (1 << 1)); j+H){
}

if (§ >= 8){

return(GF256(0)); // divided by zero
}

unsigned char tmp;

tmp = cl[il, cl[i] = c[jl, c[j] = tmp;
tmp = e[il, e[il = e[jl, e[jl = tmp;
for (j = 0; j < 8; j++){

if (i !'=j && (c[j] & (1 << INA{
cljl ~= clil;

el[jl "= elil;

}

}

}

unsigned char div = O;

for (int i = 0; i < 8; i++){

div |= (el[i]l)? 0x80 >> i: 0;

}

return(GF256(div));

}

inline GF256::operator int()
{
return(num) ;

}
/7

5)
4)

2)
2)
3)

6)
5)

(b.
(b.
.num
(b.

(b.
(b.

(b.
(b.

num

num

num

// 000000000

class RGF256

{

private:

GF256 num; // numerator
GF256 den; // denominator

public:
RGF256 () {}
RGF256 (unsigned char n): num(n), den(1) {}

12
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RGF256 (GF256 n, GF256 d): num(n), den(d) {}
RGF256 operator+(const RGF256 &b);

RGF256 operator*(const RGF256 &b);

RGF256 operator/(const RGF256 &b);

RGF256 &operator=(const unsigned char b);
operator int();

};

inline RGF256 RGF256::operator+(const RGF256 &b)

{

return(RGF256 (num * b.den + den * b.num, den * b.den));
}

inline RGF256 RGF256::operator*(const RGF256 &b)

{

return(RGF256 (num * b.num, den * b.den));

}

inline RGF256 RGF256::operator/(const RGF256 &b)

{

return(RGF256 (num * b.den, den * b.num));

¥

inline RGF256 &RGF256::operator=(const unsigned char b)
{

num = GF256(b);

den = GF256(1);

return(*this);

}

inline RGF256::operator int(){
return((int) (num / den));

A2 OO0O0OOOOOOOOODOOOD

#include <iostream>
#define MATRIXSIZE 4

int main(void)

{

RGF256 m0123 [MATRIXSIZE] [MATRIXSIZE] = {
{1, 0, o, o}, {1, 1, 1, 1}, {1, 2, 4, 8}, {1, 3, 5, 15}};
RGF256 m0123i [MATRIXSIZE] [MATRIXSIZE] = {
{1, 0, 0, 0}, {123, 1, 142, 244}, {0, 122, 244, 142}, {122, 122, 122, 122}};
RGF256 m4567 [MATRIXSIZE] [MATRIXSIZE] = {
{1, 4, 16, 64}, {1, 5, 17, 85}, {1, 6, 20, 120}, {1, 7, 21, 107}};
RGF256 m4567i [MATRIXSIZE] [MATRIXSIZE] = {
{27, 28, 18, 20}, {136, 242, 125, 7}, {245, 143, 1, 123}, {122, 122, 122, 122}};

int p0[256];
int p1[256];
int p2[256];
int p3[256];

for (int i = 0; i < 256; i++){
pol[i]l =
pilil
p2[il
p3lil =

H

H

I
o O OO

H
H

}

RGF256 f0(1);
RGF256 £1(2);
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RGF256 £2(3);
RGF256 £3(4);

RGF256 a0
RGF256 al
RGF256 a2
RGF256 a3

RGF256 f4
RGF256 £5
RGF256 £f6
RGF256 £7

m01231i [0] [0]
m0123i [1] [0]
m0123i[2] [0]
m0123i [3] [0]

m4567[0] [0] =
m4567[1]1 [0] * a0
m4567[2] [0] =
m4567[3] [0] *

* ¥ ¥ X
h
o

a0

a0
a0

+
+
+
+

for (int i = 0; i < 256; i++){

+ o+ o+ o+

m0123i[0] [1] *
m0123i[1][1] * f1
m0123i[2] [1] *
m0123i [3] [1] *

m4567 [0] [1]
m4567[1] [1]
m4567[2] [1]
m4567[3] [1]

* K X K
o
-

+
+
+
+

m
m
m
m:

m01231i[0] [2]
m0123i [1] [2]
m0123i [2] [2]
m0123i [3] [2]

L
Hh
N

4567 [0] [2]
4567 [1] [2]
4567 [2] [2]
4567 [3] [2]

a2

a2
a2

EE R U

+
+
+
+

m0123i[0] [3] * £3;
m0123i[1]1[3] * £3;
m0123i[2] [3] * £3;
m0123i[3]1[3] * £3;

+ m4567[0] [3] *
a2 + m4567[1]1[3] * a3;
+ m4567[2] [3] *
+ m4567[3] [3] *

a3;

a3;
a3;

* ¥ ¥ X

f7a;
f7a;
f7a;
f7a;

a3a;
a3a;
a3a;
a3a;

RGF256 f7a(i);
RGF256 a0a = m4567i[0] [0] * f4 + m4567i[0][1] * f5 + m4567i[0][2] * £f6 + m4567i[0] [3]
RGF256 ala m4567i[1][0] * f4 + m4567i[1]1[1] * £f5 + m4567i[1]1[2] * f6 + m4567i[1] [3]
RGF256 a2a = m4567i[2] [0] * f4 + m4567i[2][1] * £f5 + m4567i[2] [2] * £6 + m45671i[2][3]
RGF256 a3a = m4567i[3][0] * f4 + m4567i[3]1[1] * f5 + m4567i[3][2] * f6 + m45671i[3][3]
RGF256 fO0a = m0123[0] [0] * al0a + m0123[0][1] * ala + m0123[0][2] * a2a + m0123[0] [3] *
RGF256 fla m0123[1][0] * ala + m0123[1][1] * ala + m0123[1][2] * a2a + m0123[1][3] =*
RGF256 f2a = m0123[2]1[0] * ala + m0123[2][1] * ala + m0123[2][2] * a2a + m0123[2][3] *
RGF256 f3a = m0123[3][0] * ala + m0123[3][1] * ala + m0123[3][2] * a2a + m0123[3][3] *
std::cout << (int)f0a << ’ ’ << (int)fla << ’ ? << (int)f2a << ’ ’ << (int)f3a << ’\n’;
pO[(int)fOa]++;
pil(int)flal++;
p2[(int)f2al++;
p3[(int)£3a]++;

}

for (int k = 0; k < 256; k++ ) {
std::cout << k << ? ? << pO[k] << ? ’ << p1[k] <<’ ? << p2[k] << 7 ? << p3[k] << ’\n’;

}

return(0) ;

A3 OD00O0OODOOOOODOODOODOOOOO

#include <iostream>

#include <fstream>

#define MATRIXSIZE 4

int main(int argc, char *argv[])

{

RGF256 m0123 [MATRIXSIZE] [MATRIXSIZE] = {
{1, o, o, 0}, {1, 1, 1, 1}, {1, 2, 4, 8}, {1, 3, 5, 15}};
RGF256 m0123i [MATRIXSIZE] [MATRIXSIZE] = {
{1, 0, 0, o}, {123, 1, 142, 244}, {0, 122, 244, 142}, {122, 122, 122, 122}};
RGF256 m4567 [MATRIXSIZE] [MATRIXSIZE] = {
{1, 4, 16, 64}, {1, 5, 17, 85}, {1, 6, 20, 120}, {1, 7, 21, 107}};
RGF256 m4567i [MATRIXSIZE] [MATRIXSIZE] = {
{27, 28, 18, 20}, {136, 242, 125, 7}, {245, 143, 1, 123}, {122, 122, 122, 122}};

if (arge !'= 2){

std::cerr << "OOOOOOOOOO\Nn";
exit(1);

}

std::ifstream secret_file;
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secret_file.open(argv[1], std::ios::

if (secret_file.fail()){
std::cerr << "open error: "
exit(1);

in | std::ios::binary);
<< argv[1] << ’\n’;
}

std::ofstream share[4];

share[0] .open("share4.dat", std::ios::out | std::ios::binary | std::ios::trunc);
share[1] .open("share5.dat", std::ios::out | std ::binary | std::ios::trunc);
share[2] .open("share6.dat", std::ios::out | std ::binary | std::ios::trunc);
share[3] .open("share7.dat", std::ios::out | std::ios::binary | std::ios::trunc);
if (share[0].fail() || share[1].fail() || share[2].fail() || share[3].fail()){

std::cerr << "open error: share*.dat\n";
exit(1);
}

char char_buf;

char_buf
share [0]
char_buf
share[1]
char_buf
share[2]
char_buf
share[3]

4;
.write(&char_buf,
= 5;
.write(&char_buf,
6;
.write(&char_buf,
=7;
.write(&char_buf,

1);
1);
1);

1);

RGF256 fO, f1, f2,
RGF256 a0, al, a2,
RGF256 f4, f5, f6,
char in_buffer[3];
int tail, tail2;

£3;
a3;
£7;

share[0] .write (&char_buf, 1);

char_buf = £f5;
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for (; secret_file.read(in_buffer, 3), (tail = secret_file.gcount()) > 0; tail2 = tail){
switch (tail){
case 3:
f0 = in_buffer[0];
f1 = in_buffer[1];
f2 = in_buffer[2];
£3 = 0; // random number
break;
case 2:
f0 = in_buffer[0];
f1 = in_buffer[1];
£f2 = 0; // random number
£3 = 0; // random number
break;
case 1:
£0 = in_buffer[0];
f1 = 0; // random number
f2 = 0; // random number
f3 = 0; // random number
break;
default:
break;
}
//000000
a0 = m0123i[0][0] * fO + m0123i[0][1] * f1 + m0123i[0][2] * f2 + m0123i[0] [3] * £3;
al = m0123i[1]1[0] * £0 + m0123i[1]1[1] * f1 + m0123i[1]1[2] * £2 + m0123i[1]1[3] * £3;
a2 = m0123i[2][0] * fO + m0123i[2][1] * f1 + m0123i[2][2] * f2 + m0123i[2] [3] * £3;
a3 = m0123i[3][0] * fO + m0123i[3][1] * f1 + m0123i[3][2] * f2 + m0123i[3][3] * £3;
//0000000
£4 = m4567[01[0] * a0 + m4567[0]1[1] * al + m4567[0][2] * a2 + m4567[0]1[3] * a3;
£5 = m4567[11[0] * a0 + m4567[1]1[1] * al + m4567[11[2] * a2 + m4567[1]1[3] * a3;
£6 = m4567[2]1[0] * a0 + m4567[2][1] * al + m4567[2]1[2] * a2 + m4567[2][3] * a3;
£7 = m4567[3]1[0] * a0 + m4567[3][1] * al + m4567[3][2] * a2 + m4567[3][3] * a3;
char_buf = f4;



share[1] .write(&char_buf, 1);

char_buf = £f6;

share[2] .write(&char_buf, 1);

char_buf = f7;

share[3] .write (&char_buf, 1);
}

f0 = tail2;

f1 = 0; // random number
£2 = 0; // random number
£3 = 0; // random number

//000000
a0 = m0123i[0] [0] * fO + m0123i[0][1] * f1 + m0123i[0][2] * f2 + m0123i[0][3] * £3;
al = m0123i[1]1[0] * £fO + m0123i[1]1[1] * f1 + m0123i[1][2] * £2 + m0123i[1]1[3] * £3;
a2 = m0123i[2] [0] * fO + m0123i[2][1] * f1 + m0123i[2][2] * £2 + m0123i[2][3] * £3;
a3 = m0123i[3]1[0] * fO + m0123i[3][1] * f1 + m0123i[3][2] * £f2 + m0123i[3][3] * £3;
//0000000
f4 = m4567[0] [0] * a0 + m4567[0][1] * al + m4567[0][2] * a2 + m4567[0][3] * a3;
£5 = m4567[11[0] * a0 + m4567[1]1[1] * al + m4567[1]1[2] * a2 + m4567[1][3] * a3;
£6 = m4567[2] [0] * a0 + m4567[2]1[1] * al + m4567[2][2] * a2 + m4567[2][3] * a3;
£7 = ma567[3] [0] * a0 + m4567[3][1] * al + m4567[3][2] * a2 + ma567[3][3] * a3;

char_buf = f4;
share[0] .write(&char_buf, 1);
char_buf = £f5;
share[1] .write(&char_buf, 1);
char_buf = £6;
share[2] .write (&char_buf, 1);
char_buf = £f7;
share[3] .write(&char_buf, 1);

share[0] .close();
share[1].close();
share[2] .close();
share[3].close();
secret_file.close();

return(0);

A4 OO0ODOOOOOOOOODOOOOO

#include <iostream>
#include <fstream>
#define MATRIXSIZE 4

int main(int argc, char *argv[])

{

RGF256 m0123 [MATRIXSIZE] [MATRIXSIZE] = {
{1, o, o, o}, {1, 1, 1, 1}, {1, 2, 4, 8}, {1, 3, 5, 15}};
RGF256 m0123i [MATRIXSIZE] [MATRIXSIZE] = {
{1, 0, 0, o}, {123, 1, 142, 244}, {0, 122, 244, 142}, {122, 122, 122, 122}};
RGF256 m4567 [MATRIXSIZE] [MATRIXSIZE] = {
{1, 4, 16, 64}, {1, 5, 17, 85}, {1, 6, 20, 120}, {1, 7, 21, 107}};
RGF256 m4567i [MATRIXSIZE] [MATRIXSIZE] = {
{27, 28, 18, 20}, {136, 242, 125, 7}, {245, 143, 1, 123}, {122, 122, 122, 122}};

if (arge !'= 2){
std::cerr << "0 000000000 \n";
exit(1);
}
std::ofstream secret_file;
ecret_file.open(argv[1], std::ios::out | std::ios::binary | std::ios::trunc);
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if (secret_file.fail()){

std::cerr << "open error: " << argv[1] << ’\n’;
exit(1);
}
std::ifstream share[4];
share[0] .open("share4.dat", std::ios::in | std:
share[1] .open("shareb.dat", std::ios::in | std:
share[2] .open("share6.dat", std::ios::in | std:
share[3] .open("share7.dat", std::ios::in | std::ios:

if (share[0].fail() || share[1].fail() ||
std::cerr << "open error: sharex.dat\n";
exit(1);

}

char char_buf;
share[0] .read(&char_buf, 1);
if (char_buf != 4){

std::cerr << "share number error: [0]\n";
exit(1);

}

share[1] .read (&char_buf, 1);

if (char_buf != 5){
std::cerr << "share number error: [1]\n";
exit(1);

¥

share[2] .read (&char_buf, 1);

if (char_buf != 6){
std::cerr << "share number error: [2]\n";
exit(1);

}

share[3] .read (&char_buf, 1);

if (char_buf != 7){
std::cerr << "share number error: [3]\n";
exit(1);

¥

char in_buffer([4];

int in_counter;

RGF256 f4, f5, f6, £f7;

RGF256 ala, ala, a2a, a3a;

RGF256 fOa, fla, f2a, f3a;

char out_buf1[4];

char out_buf2[4];

in_counter = 0;

share[0] .read(in_buffer + 0, 1);

in_counter += share[0].gcount();

share[1] .read(in_buffer + 1, 1);

in_counter += share[1].gcount();

share[2] .read(in_buffer + 2, 1);

in_counter += share[2].gcount();

share[3] .read(in_buffer + 3, 1);

in_counter += share[3].gcount();

if (in_counter != 4){
std::cerr << "error in " << __LINE__ << ’\n’;
exit(1);

¥

f4 = in_buffer[0];
£5 = in_buffer[1i];
£6 = in_buffer([2];
f7 = in_buffer[3];

//00000000000

::binary);
: :binary) ;
: :binary) ;
:binary) ;
share[2].fail() ||

share[3].fail()){

a0a = m4567i[0]1[0] * f4 + m4567i[0][1] * £f5 + m4567i[0][2] * £6 + m4567i[0][3] * £7;
ala = m4567i[1]1[0] * f4 + m4567i[1][1] * £f5 + m4567i[1]1[2] * £6 + m4567i[1]1[3] * £7;
a2a = m4567i[2]1 [0] * f4 + m4567i[2]1[1] * £5 + m4567i[2][2] * £6 + m4567i[2][3] * £7;
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a3a = m4567i[3]1[0] * f4 + m4567i[3]1[1] * £f5 + m4567i[3]1[2] * £6 + m4567i[3]1[3] * £7;
//000000

fO0a = m0123[0] [0] * ala + m0123[0] [1] * ala + m0123[0][2] * a2a + m0123[0][3] * a3a;
fla = m0123[1][0] * ala + m0123[1][1] * ala + m0123[1][2] * a2a + m0123[1][3] * a3a;
f2a = m0123[2] [0] * ala + m0123[2][1] * ala + m0123[2][2] * a2a + m0123[2][3] * a3a;
f3a = m0123[3] [0] * ala + m0123[3][1] * ala + m0123[3][2] * a2a + m0123[3]1[3] * a3a;
out_buf1[0] = fOa;
out_bufi[1] = fla;
out_bufl1[2] = f2a;
out_buf1[3] = £3a;
in_counter = 0;
share[0] .read (in_buffer + 0, 1);
in_counter += share[0].gcount();
share[1] .read(in_buffer + 1, 1);
in_counter += share[1].gcount();
share[2] .read(in_buffer + 2, 1);
in_counter += share[2].gcount();
share[3] .read(in_buffer + 3, 1);
in_counter += share[3].gcount();
if (in_counter != 4){
std::cerr << "error in " << __LINE__ << ’\n’;
exit(1);
}
f4 = in_buffer[0];
£f5 = in_buffer[1];
f6 = in_buffer[2];
£7 = in_buffer[3];
//00000000000
ala = m4567i[0] [0] * f4 + m4567i[0][1] * f5 + m4567i[0][2] * f6 + m4567i[0][3] * £7;
ala = m4567i[1]1[0] * f4 + m4567i[1][1] * £5 + m4567i[1][2] * f6 + m4567i[1][3] * £7;
a2a = m4567i[2] [0] * f4 + m4567i[2][1] * £5 + m4567i[2][2] * f6 + m4567i[2] [3] * £7;
a3a = m4567i[3]1[0] * f4 + m4567i[3]1[1] * £5 + m4567i[3]1[2] * £6 + m4567i[3]1[3] * £7;
//000000
f0a = m0123[0] [0] * ala + m0123[0][1] * ala + m0123[0][2] * a2a + m0123[0][3] * a3a;
fla = m0123[1][0] * ala + m0123[1][1] * ala + m0123[1][2] * a2a + m0123[1][3] * a3a;
f2a = m0123[2] [0] * al0a + m0123[2][1] * ala + m0123[2][2] * a2a + m0123[2] [3] * a3a;
f3a = m0123[3] [0] * ala + m0123[3][1] * ala + m0123[3][2] * a2a + m0123[3]1[3] * a3a;

out_buf2[0] = fOa;
out_buf2[1] = fla;
out_buf2[2] = f2a;
out_buf2[3] = £3a;

in_counter = 0;

share[0] .read (in_buffer + 0, 1);
in_counter += share[0].gcount();
share[1] .read(in_buffer + 1, 1);
in_counter += share[1].gcount();
share[2] .read(in_buffer + 2, 1);
in_counter += share[2].gcount();
share[3] .read(in_buffer + 3, 1);
in_counter += share[3].gcount();

while (in_counter == 4){
secret_file.write(out_buf1l, 3);
out_buf1[0] = out_buf2[0];
out_bufi1[1] = out_buf2[1];
out_bufi1[2] = out_buf2[2];
out_buf1[3] = out_buf2[3];

f4 = in_buffer[0];
£5 = in_buffer[1];
f6 = in_buffer[2];
£7 = in_buffer[3];
//00000000000
ala = m4567i[0] [0] * £f4 + m4567i[0]1[1] * £5 + m4567i[0][2] * £6 + m4567i[0][3] * £7;
ala = m4567i[1]1[0] * f4 + m4567i[1]1[1] * £5 + m4567i[1]1[2] * £6 + m4567i[1]1[3] * £7;
a2a = m4567i[2] [0] * f4 + m4567i[2]1[1] * £5 + m4567i[2][2] * £6 + m4567i[2][3] * £7;
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a3a = m4567i[3]1[0] * f4

//000000
f0a m0123[0] [0]
fla = m0123[1] [0]
£2a = m0123[2] [0]
£3a = m0123[3] [0]
out_buf2[0] = fO0a;
out_buf2[1] = fila;
out_buf2[2] = f2a;
out_buf2[3] = f3a;

in_counter = 0;

* K X *

ala
ala
ala
ala

+

mé4567i[3][1] * £5 +

m0123[0] [1]
m0123[1][1]
m0123[2] [1]
m0123[3] [1]

share[0] .read(in_buffer + 0, 1);
in_counter += share[0].gcount();
share[1] .read(in_buffer + 1, 1);
in_counter += share[1].gcount();
share[2] .read(in_buffer + 2, 1);
in_counter += share[2].gcount();
share[3] .read(in_buffer + 3, 1);
in_counter += share[3].gcount();

* X X ¥

ala
ala
ala
ala

std::cerr << "error in " << __LINE__ << ’\n’;

}

if (in_counter !'= 0){
exit(1);

}

secret_file.write(out_bufil, out_buf2[0]);

share[0] .close();
share[1].close();
share[2] .close();
share[3].close();
secret_file.close();

return(0);
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m45671[3]1[2] * £6

m0123[0] [2]
m0123[1] [2]
m0123[2] [2]
m0123[3] [2]

* ¥ ¥ X

a2a
a2a
a2a
al2a

+

m4567i[3] [3] * £7;

m0123[0] [3]
m0123[1] [3]
m0123[2] [3]
m0123[3] [3]

*
*
*
*

a3a;
a3a;
a3a;
a3a;



